Right to Information Act, 2005 — RBIND/R/2017/01985

Request from Shri Sushil Kambampati

Annex

As regards the queries pertaining to this Department, we advise as under:-

Sl
No

Information sought

Our comments

On 10 April it was widely reported in the press, including in Mint, that criminals tried to

extract close to $170 million from a Union Bank of India account at Citigroup.

Was-this breach reported tc the RBI by Union
Bank, and if so, on what date did the RBI
receive the information from Union Bank of
India?

Please provide an exact reproduction of the
report/notification/ message that Union Bank of
India sent to the RBI

The e-mail in this regard was
received from Union Bank of
India on July 22, 2016.

The

information

detailed

would prejudicially

disclosure of
effect the economic interest of
the state. The same is exempt
from disclosure under section 8
(1) (a) of the RTI Act, 2005.

In an RTIlI response with reference
(RBIND/R/2016/04761) dated 22 December
2016, the RBI stated that there had been 19
incidents reported to the RBI from financial
institutions between 2 June 2016 and 31
October 2016. Was the Union Bank breach

counted among the 19 incidents?

The incident was counted among

the 19 incidents.

The above-mentioned RTI response stated that
the the

"Ransomeware attack on few systems, DDoS

nature  of breaches were
attack on few servers, website defacement
attack, skimming card attack." If the Union
Bank breach was counted among the 19
incidents, under which of these 4 categories

was it counted?

Various types of attacks such as
ransomware, DDoS attack etc
were indicated in the earlier cited
response. As per information
F;ince received by us, the breach
is learnt to be case of malware

attack.
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