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Annexure

Right to Information Act, 2005 — RBIND/R/2016/ 04761
Request from Shri Sushil Kambapati

As regards the queries pertaining to this De artment, we advise as under:-

Al vt 7€ AT AT ST
q.
l. | Please provide details of all | Incident Reporting  has been]
notifications of data breaches that the | introduced in respect of unusual
RBI has received from financial | incidents in terms of our circular on
institutions, including bank and others, Cyber Security Framework in Bank
operating in India. In the information | dated June 2, 2016. All incidents need
please include: not be reported to RBI and only
unusual incidents are to be reported to
RBIL
a. | The nature of the breach, such as Between June 2, 2016 and October

compromised ATM, data taken from
central database etc.

31, 2016, 19 incidents have been
reported to CSITE Cell of DBS, CO,
RBI. The nature of attacks include
Ransomeware attack on few systems,
DDoS attack on few servers, website
defacement attack, skimming card
attack.

The name of the source financial
institution (FI).

Where the breach occurred, such as a

Disclosing the name of the institution,
place of attack, date of breach etc.,
may undermine the economic interest

branch or headquarters. of FIs. Hence Fhe information is
exempted from disclosure under Sec

d. | The date of the breach 8(1) (a) of Right To Information Act,
¢. | When the breach was discovered by | 2005.

the FI
f. | When the RBI received the

information  from the financial

institution.
8. | How many customers were affected. | Information not available with us.
h.—{ Whether the customers were notified | Where relevant, the customers were

by the FI or the RBI

notified by the FIs.

When the breach was repaired

The information is exempted from |
disclosure under section 8(1) (a) of
Right to Information Act, 2005

Please include all such information from 01

Llanuary 2016 to 31 October 2016.
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